[0.214s][warning][perf,memops] Cannot use file /tmp/hsperfdata_ec2-user/5661 because it is locked by another process (errno = 11)
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    Vulnerability Report: Attacks on PDF Certification
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    Abstract

        
The Portable Document Format (PDF) is the de-facto standard for document exchange.
The PDF specification defines two di erent types of digital signatures to guarantee the
authenticity and integrity of documents: approval signatures and certification signatures.
Approval signatures testify one specific state of the PDF document. Their security has
been investigated at CCS’19. Certification signatures are more powerful and flexible. They
cover more complex workflows, such as signing contracts by multiple parties. To achieve
this goal, users can make specific changes to a signed document without invalidating the
signature.

This report presents the first comprehensive security evaluation on certification signatures in
PDFs. We describe two novel attack classes – Evil Annotation and Sneaky Signature attacks
which abuse flaws in the current PDF specification. Both attack classes allow an attacker
to significantly alter a certified document’s visible content without raising any warnings.
Our practical evaluation shows that an attacker could change the visible content in 15 of
26 viewer applications by using Evil Annotation attacks and in 8 applications using Sneaky
Signature by using PDF specification compliant exploits. We improved both attacks’ stealthiness
with applications’ implementation issues and found only two applications secure to all
attacks.

We responsibly disclosed these issues and supported the vendors to fix the vulnerabilities.
We also propose concrete countermeasures and improvements to the current specification
to fix the issues.
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